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ABSTRACT

As the drones industry evolved, the security of the drone network has been important. In this paper, MTD (Moving
Target Detection) technique is applied to the drone network for improving security. The existing MTD scheme has a risk
that the hash value is exposed during the wireless communication process, and it is restricted to apply the one-to-many
network. Therefore, we proposed PHT (Preposition Hash Table) scheme to prevent exposure of hash values during
wireless communication. By reducing the risk of cryptographic key exposure, the use time of the cryptographic key can
be extended and the security of the drone network will be improved. In addition, the cryptographic key exchange is not
performed during flight, it is advantageous to apply PHT for a swarm drone network. Through simulation, we confirmed
that the proposed scheme can contribute to the security of the drone network.
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Algorithm 1: Protocol For Drone A

Algorithm 2: Protocol For Ground Control Server B

Function hash_init (key, counter 4):
Hash Table = PRF (key)
Ager = Hash Table(counter 4)
Ra=alloc(Ager)

Function Recv_message(m):
if m.auth = Auth(m) then

counter g, = countery + 1
counterg = counterg + 1
Aqer = HashTable(counter )
Ry =alloc(A,.1)

ch_send(Hash_Table(counterg), Auth(ack))

Function hash_init (key, counterp):
Hash Table = PRF (key)
Ager = Hash_Table(counterpy)
Rp = alloc(Au)

Function Send message():
ch_send(Hash_Table(counter), Auth(m))
countery = counterg + 1
Aqer = H(counterg)

Rp = alloc(Ayer)

Function Recv_message(m):
if ack.auth = Auth(ack) then
L countery = countery + 1

Fig. 4 Pseudo code of PHT algorithm. Algorithm 1: Protocol for a Drone. Algorithm 2: Protocol for GCS.
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Table. 1 Parameters and values for simulation

Parameter Value
Max. number of addresses 65,536
Max. number of drones 20
Max, number of TX message for a drone 1

Table. 2 Parameters and meaning for simulation

Parameter Meaning
Success Success Probability of TX packet
R Buffer Size for receiving
a Message Size for transmitting
(& Message Size for attacking
¥ Number of address for available
k Number of drone
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